
25 TIPS
TO PREPARE YOUR IBM i 
FOR THE UNEXPECTED

ENSURING THAT YOU’RE READY FOR A NATURAL DISASTER



Written by Pete Massiello, President of iTech Solutions.

Pete Massiello has been working with the AS/400, iSeries, 
and IBM i since 1989, focusing on systems management 
and technical support. He is the President of iTech Solutions 
Group, an IBM Premier Business Partner delivering solutions 
and services to IBM i shops throughout the world. He is 
a member of IBM’s certification test-writing team, an IBM 
Certified Systems Expert with certifications in IBM i design, 

administration, LPAR, virtualization, implementation, and HMC management.

Pete has a B.S. in Computer Science from Hofstra University and an MBA from the 
University of New Haven. He was President of COMMON from 2010 to 2012, and 
again in 2014. He is a COMMON Hall of Fame speaker and a frequent speaker at 
user groups all over the world. In 2011, IBM established the Champions award for 
Power Systems, and Pete was one of the first recipients. In 2016, Pete was again 
recognized as a Power Systems Champion.



How to be ready for a disaster
For good preparation; these steps should probably be done and updated – and practiced – every 
6 months to a year. Of course, in every situation you might have additional steps for preparation, 
so let’s call this a good starting point. The disaster could be a hurricane, tornados, wild fires and 
major snow storms that can all cause downtime. Here are my 25 steps to help you be ready for any 
disaster.

Backups - 
While this is probably the most obvious item, when was the last time you did a complete backup? 
Which is either a “GO SAVE 21”, or if using BRMS a “*SYSTEM” Control Group. You will need this 
as your starting point in any restore. Do your nightly and weekly backups complete the backup 
process, so that you can restore your entire system? Of course, the time to figure this out is way 
beforehand, but if you are unsure, my advice would be to do a complete system save right now. 
Then you know you have a complete copy of your data.

Contact lists - 
Do you have a list of everyone and their responsibilities?  Make sure the list is current. You should 
have home and cell numbers on this report, and home addresses as well as their personal email 
address. If your company email server is down, you won’t be able to email from your company 
email account to theirs. Verify each number and email address by calling and emailing them now. 
Make sure that calls and emails get through as expected.

Decision Matrix - 
Who has the authority to make decisions? Be sure to include a list of people if someone on the 
list isn’t available. Who is able to declare an emergency, who has the authority to spend money, 
request resources, and approve anything related to the disaster?

Alternative Personnel - 
In any disaster, people on your contact list might not be available, as they will be tending to their 
family, friends, and loved ones. People will have their own disasters, which might make them 
unavailable to you. Our hearts surely go out to those people in a difficult time, and we would never 
expect them to put their job before their family! Can you call your business partner? Could they 
help you with the restore, get you another machine, a partition, answer technical questions? If not, 
you might want to look at a business partner like iTech Solutions who has geographically dispersed 
technical resources that can help you.   

Money - 
Ok, sounds funny, but is there a stash of money available to spend on required items. Remember, 
all the ATMs might be off-line. Perhaps company credit cards for all people who would be on the 
contact list.

High Availability - 
Not everyone has High Availability, but there is no reason not to have it. This is the best option 
available, if you know you are currently replicating everything, then you don’t have to worry during 
a disaster. Some people will say they don’t have a second site or the price is too high. Not anymore, 
as iTech offers HA as a Service. You can replicate directly to our Power Systems running your own 
IBM i partition, including the MIMIX software for a very low monthly price. So, there is no reason not 
to have replication. In fact, the extra benefit is that just before a disaster you can role-swap to us, 
and now the company continues to run in our Tier3 Data Center (which has redundant everything). 
One thing to note with replication is you should perform a role-swap test at least every year to 
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make sure you have everything you need to recover. We can always help you with that, if you need 
assistance.

BRMS Reports - 
If you are using BRMS, where are the reports? You will need these reports to recover your system. 
The report tells you the tapes, and the steps to recover. Most of our customers send them to us 
every night, so they have them off-site. Simply email the report to us. We have created routines 
that convert the report into a pdf document, and then it emails it directly to us. If you don’t have a 
business partner as good as iTech, just send your reports to a Gmail or AOL account, now at least 
they are off-site.

Recovery procedures -
 If you don’t have BRMS, how would you recover your system? If you are doing a GO SAVE 21, once 
a quarter, you backup most libraries on the weekend, and some libraries daily, someone needs 
to know what is backed up, so that it can be properly restored (and it might not be your regular 
operators). What is on which tape, and in what order should they be restored? Is there a predefined 
procedure? Do you have a copy of this with the tapes? Is it written, or is it just in someone’s head? 
You will need written procedures which will need to be followed during the recovery. How are the 
instructions getting to the recovery site?

Hot Site - 
Does everyone on the contact list know how to get to the hot site? Directions and addresses are a 
must for everyone that would have to go there. Have you alerted the hot site and told them you are 
in the path of the hurricane, a tornado, flood, or whatever might be the impending disaster? Did 
you make reservations at a local hotel for your people who will be performing the restore? 

Tapes - 
First, I hope that your tapes are offsite. Don’t be that person who keeps the full week of tapes in the 
autoloader because it is easier. Or has them neatly stacked on a shelf next to the computer. If your 
building get destroyed, not only will your machine be gone, but so will your tapes.

Getting your tapes - 
Do you know what tapes you need? Does everyone who would be performing the restore know 
where they are and how to get them or request them? Are there emergency numbers for the tape 
storage location, and have you tried calling them? What happens if your off-site location is also 
impacted? Should you ship some tapes to the hot-site beforehand so that you are prepared?

Shipping of tapes -
Don’t wait until the last minute to ship your tapes to the hot-site, because if you are depending on 
a service like UPS or FedEx, they also may be impacted. They might be closing prior to the disaster, 
so they can move their trucks to another location. Find out when their last pick-up is, and plan 
accordingly.

Encryption -
If you are using SKLM or TKLM tape encryption, does your recovery site know this? Do they have 
a key-store of your encryption keys? Are you sending it to them? If you send it to them, never 
ever send the tapes and the encryption keys in the same package. Does their tape drive have 
Transparent Encryption, and do they have a SKLM or TKLM server? Do you know the password on 
your key-store to import the keys into SKLM or TKLM?
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Testing of your Recovery - 
If you are reading this paper, and the disaster that is going to happen is already on the news, 
this might be too late. You should test your recovery at least once a year, and always after each 
major technology change. When was the last time you tested your recovery? I always say, test your 
recovery ASAP, because the job that you save, may be your own. If you don’t have the facilities or a 
machine to test your recovery, contact us - we have what you need to do a recovery.

Your building - 
What is the plan if your building is still there and you have some equipment, but maybe you can’t 
get to the building? Maybe you can get into the building but you have no power or utilities? Maybe 
all your equipment is destroyed? Do you have a plan to get new equipment?  

Your Equipment - 
If you definitely know you are going to be flooded, can you move anything to higher ground? 
Perhaps the 2nd or 3rd floor?  Is it possible to move equipment to another location? If you can’t, you 
should do an orderly shutdown and shut power off before you leave.  

Utility company - 
Do you have contact information for your utility company? Are they going to be shutting power off 
beforehand? After the disaster, how will you know when power is getting restored?

Gas - 
Make sure you fill up all your cars before the disaster.  Most gas stations require electricity to 
operate, and if they are in an area affected by a power outage, you won’t be able to get gas.

Generators - 
You should be testing your generator once a month, but in the event of an imminent disaster like 
a hurricane, you should ensure that you have enough fuel for your generator. If you expect to be 
without utility power for a few days, you should have enough fuel to be on generator power for 
twice your anticipated duration.  
 
Leave before it’s too late - 
When the officials say it is time to evacuate, everyone will be going in the same direction at once. If 
you think that you will have to evacuate, leave before it’s too late. Also, make sure that your family 
and friends are aware of the impending disaster. Where will you stay once you leave? Remember, 
everyone is going to be checking into hotels along the evacuation route, so perhaps call ahead and 
have facilities for your family when you get there.

How do you plan to keep in touch with everyone during the event?  - 
Does everyone on the contact list know how to contact one another, or know who is making the 
decisions? Is there a check-in time, like every morning or every 12 hours?

Cell phone chargers - 
If the power is out for a prolonged period, how are people going to keep their phone charged? 
Remember, in most cases, the plan was to contact them on their cell phones. If they are available, 
but their phone isn’t your plan just failed. Get a bunch of those external cell phone batteries/
chargers and/or car adapters, and hand them out to everyone beforehand.  Make sure you have 
multiple plug types, as people have different types of phones. Each person might need a few of 
these.
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Go Bags - 
Essentials that you may need during a disaster. Make a checklist to ensure nothing is overlooked. It 
could include items such as: flashlight and batteries, First Aid kit, nonprescription drugs like aspirin, 
prescription drugs you are taking, dust masks and work gloves, thermometer, petroleum jelly, 
sunscreen, plastic garbage bags, a whistle, baby wipes, matches in a waterproof container, lighter, 
wrench or pliers, plastic sheeting and duct tape, and other essentials that you may need.  Of course, 
food and water for a few days, along with various pieces of clothing for changing temperatures and 
rain. 

Have you contacted your vendors? - 
If your software is serial number dependent, as most IBM i software is, will your vendor be able 
to get you new software keys? Can you get them in advance, if you know the machine you are 
recovering to? What times are they available, and is there an emergency number for you to call in 
case they are affected?

People - 
Remember, the most important part of any recovery is people. The people that you are counting 
on might have lost their loved ones, their home, their animals, their car, or some other emotionally 
devastating event. Take care of them during this time, because they might need more help from 
you, than helping you in a disaster.

Test, test, and test again.
Nothing beats testing, and when the first test is done, testing again, and again.  
Finding out that you are missing something in your backup, your procedures, a 
tape, or whatever is always best done during a test and not in an actual emergency. 
Of course, there are additional steps that you need to take as everyone is different, 
but make sure that you test your recovery, and stay as safe as you can during the 
disaster. 

If you need help in planning, testing, developing, or executing a 
plan please contact iTech Solutions at 203.744.7854 or via email at 
sales@itechsol.com. 
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